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Economic Transformation 1.0 - The Internet
Industrial
Information-based Digital Economy
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Economic Transformation 2.0 - Digital + Data + Transactions
Big Data & AI: Decisions & Predictions
Identity: Security & Privacy
Blockchain: Trust & Efficiency
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Big Data and Artificial Intelligence
Capture as data many aspects of the economy, society and
human behaviors that have not been quantified before
‹#›
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Business Insider/Andy Kiersz/Skye Gould

Scientific Determinism

Any state is completely determined
by prior states
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Highly Complex Systems

Probability distributions, uncertainties,
prediction limits, …

Evolution of Artificial Intelligence
๏ Deterministic, top-down
- A particular input will always produce the same output
- Design based on logic, well-defined rules and architecture
- Widely used for most IT applications, - transactions, ERP, …
- Has not worked for AI due to lack of rules and huge complexity
๏ Probabilistic, bottoms-up
- Based on analyzing vast amounts of information using sophisticated
algorithms and powerful computers
- Scales very nicely: the more information, the more sophisticated the
algorithms, the more powerful the computer,… the better the results
- Originated in scientific applications, adopted first in business intelligence, data
mining, pattern recognition, and later in machine and deep learning
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Advances in Artificial Intelligence
The Digital Frontier
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MIT Initiative on the Digital Economy

The Digital Frontier
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MIT Initiative on the Digital Economy

Key AI benefits for financial institutions
๏ Enhanced Customer Personalization - Increased automation to meet and anticipate each
user’s unique and changing needs in near real-time at lower costs
๏ Automated, “Robo Advisors” - Assist users in making financial decisions, e.g., monitor stock
and bond price trends against the user’s financial goals and personal portfolio
๏ Data-driven AI applications to make better informed lending decisions
๏ Improve efficiency and effectiveness of routine, repetitive processes, e.g., customer
onboarding
๏ Financial Inclusion - Provide financial services to unbanked/underbanked based on
behavioral characteristics, fine-grain segmentation and other data-driven sources
๏ Reducing Fraud and Fighting Crime - AI tools which learn and monitor users’ behavioral
patterns to identify anomalies and warning signs of fraud attempts and occurrences
๏ .. . . . .
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entity is critical to today’s society

Physical identity systems currently put users at risk
they also put society at risk due to the potential for
identity would streamline and re‐risk completion o
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How do I know this entity is
what it claims to be?

What do they need to know
about me?

How do I know they won’t
misuse my information?
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How do we know this person
is who they claim to be?

Entities are required to prove their identities or cer
attributes to demonstrate their eligibility for public
Can we transact with this
Examples
person?

• Access to social assistance (e.g., old age security,
unemployment insurance)
• Access to education
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deliver the right
•How
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thisstructures
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Need for a digital identity strategy
๏ In a world increasingly governed by digital data and digital transactions, our existing
methods of managing identity and data security are proving inadequate.
๏ Large-scale fraud, identity theft and data breaches are becoming common, and a large
fraction of the population have only the most limited digital credentials.
๏ Digital Identity includes not only having unique and unforgeable credentials that work
everywhere, but also the ability to access all the data linked to your identity.
๏ Digital identity gives you the ability to control the “persona” that you present in different
situations, e.g., the “work you”, the “health system you”, the “government you”.
๏ We need a global strategy for Identity and Access Management that genuinely enables
trusted, auditable sharing relationships and functions without compromising personal
anonymity or security.
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MIT - Internet of Trusted Data

Physical identity systems currently put users at risk
they also put society at risk due to the potential for
Identity is a collection of pieces of information that describe an entity
identity would streamline and re‐risk completion o

Identity is a collection of attributes that describe an entity and
determines the transactions in which that entity can participate

Identity is not a monolith; it is a collection of individual attributes that describe an entity and determine the transactions in which that
entity can participate. While the total existing set of attributes is endless, they can be broadly categorised into three groups: inherent,
inherited and assigned attributes. These attributes differ for members of three main user groups: individuals, legal entities and assets.
For individuals:
INHERENT ATTRIBUTES
Attributes that are intrinsic to an entity
and are not defined by relationships to
external entities.

•
•
•
•

ACCUMULATED ATTRIBUTES
Attributes that are gathered or
developed over time. These attributes
may change multiple times or evolve
throughout an entity’s lifespan.

• Health records
• Preferences and
behaviours (e.g.,
telephone metadata)

ASSIGNED ATTRIBUTES
Attributes that are attached to the
entity, but are not related to its intrinsic
nature. These attributes can change and
generally are reflective of relationships
that the entity holds with other bodies.
WORLD ECONOMIC FORUM | 2016
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Age
Height
Date of birth
Fingerprints

PUBLIC TRANSACTIONS

For legal entities:
• Industry
• Business status

For assets:

• Nature of the asset
• Asset issuer

• Business record
• Ownership history
• Legal record
• Transaction
history
Entities are required
to prove
their identities or cer

attributes to demonstrate their eligibility for public
Examples

• National identifier
number
• Telephone number
• Email address

• Access to social assistance (e.g., old age security,
unemployment
insurance)
• Identifying numbers
• Identifying
numbers
• Access to education
• Legal jurisdiction
• Custodianship
• Directors • Access to healthcare
• Access to civic structures (e.g., voting)
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PRIVATE TRANSACTIONS

MIT Trust::Data Consortium - Opal & Enigma Initiatives
How do we know this person
is who they claim to be?

But Data Increases in Value when Shared

New Principles for Data Sharing
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o Search on metadata only
• Use P2P networks when
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Data to
about
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without
abusing
that
information
services
to
this
person?
• Access to civic structures (e.g., voting)

• Ownership-rights vs ownership
• Privacy Concerns
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crime reporting, may in fact require anonymity. However, many transactions do
for the transaction to occur exist, to establish a relationship for repeated
.
ing transactions at scale, putting methods in place that enable the formal
many day‐to‐day transactions to occur.

connection.mit.edu
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Financial Institutions are well positioned to drive the creation of digital identity systems
Financial
institutions are exceptionally
positioned to driveto
identity
systems
thatcreation
fill the gaps leftof
by digital
current efforts
Financial
institutions
are wellwellpositioned
drive
the
identity systems
STRUCTURAL
1

FIs already act as stores of customer attributes for their own commercial purposes, and therefore are positioned to act as identity
providers (IdPs) without extensive incremental effort

2

FIs are one of very few types of institutions that can verify user information; they already perform this function for commercial
and regulatory purposes
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FIs are incentivised to collect accurate user information for their own commercial purposes

4

FIs have proven executional ability to develop new systems and standards (e.g., Interac) that have been widely adopted and
effectively used within the private sector

5

The FS industry has near‐complete coverage of users (people, legal entities, and assets) in developed economies

6

Global FIs have interconnected operations across multiple jurisdictions, giving them a structural advantage in enabling cross‐
jurisdictional identity transactions and systems

POSITIONING
1

FI operations and use of customer data are rigorously regulated

2

FIs act as established intermediaries in many transactions and are therefore well positioned to act as identity intermediaries

3

FIs are typically trusted by consumers beyond other institutions to be safe repositories of information and assets
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Blockchain: Bringing the Ledger to the Internet Age

Ledgers are a permanent record of all the economic transactions an institution handles
- a bank managing deposits, loans and payments
- a business keeping track of income, expenses, assets and liabilities
- a government recording births & deaths, and sale of land & houses.
Most ledgers are now digital, but their underlying organization has not changed much
since the 16th century. Each institution owns and manages its own ledger,
synchronizing its records with those of other institutions as appropriate, - a costly,
cumbersome process that generally takes days.
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Blockchain
and
Distributed
Ledger
Technologies
Blockchain-based Distributed Ledger Platforms
Financial Intermediaries (Today)
• Requires trusted, centralized intermediaries
• Batch clearing and settlement
• Higher fees and costly infrastructure

urce Cio Research

Clearing
House
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Source: CIO Research

Financial Protocol (Emerging)
• No (or fewer) intermediaries required
• Near real-time processing and management
• Lower fees and reduced infrastructure cost

Financial
Network

Economic potential of blockchains technologies
Economic Transformation 1.0 - The Internet unlocked economic value by
lowering the cost of connections
Economic Transformation 2.0 - Blockchain could unlock economic value by
reducing the cost of transactions and becoming the system of record for all
transactions
In addition, blockchain will significantly enhance the security of the Internet
for mission critical data and applications
Blockchain is a foundational infrastructure technology, - just like the Internet.
It impact will likely be profound but it will require significant time and effort to
deliver on its promise.
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Key Blockchain benefits

๏ Dramatically enhanced resiliency
More from The Economist

๏ Faster transaction execution – near real time
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๏ Enables trusted transactions amongst parties that do not
necessarily trust each other
Classified
ads
enables
๏ Complete history of all preceding transactions
every entity to validate and utilize information

๏ Immutability/certainty – once accepted into the blockchain,
transactions are not reversible
Classified ads
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Key Blockchain attributes
๏ Strong cryptography based on public-private keys for highly secure
communications, storage and data access
๏ Sophisticated game theory mathematical models to enable cooperation and
decision-making among non-trusted parties
๏ Highly distributed data base architecture to reduce the vulnerabilities of
central data bases to hacking as well as single points of failure
๏ Distributed computing methods to enable collaboration of large numbers of
distributed systems and institutions to achieve common goals
๏ Bitcoin based on permissionless blockchains, which have no central
authority or point of control, - anyone can participate
๏ Most business applications based on permissioned blockchains, which
restrict who can handle transactions and participate in consensus process
19

PhysicalEconomic
identity systems
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TheputFuture
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report, and the high risk of information l
they also put society at risk due to the potential for identity theft, allowing illicit actors to access public and private servi
each function of financial
services.
identity would streamline and re‐risk completion of these public and private transactions.

Blockchain Financial Services Use Cases

Disruptive innovation
in Financial Services,
June 2015

PUBLIC TRANSACTIONS

PRIVATE TRANSACTIONS

Entities are required to prove their identities or certain
attributes to demonstrate their eligibility for public services

Entities are often required to prove their identit
attributes to participate in private transactions

Examples

Examples

• Access to social assistance (e.g., old age security,
unemployment insurance)
• Access to education
• AccessDLT
to healthcare
use cases in
• AccessFinancial
to civic Services,
structures (e.g., voting)

• Many basic merchant transactions (e.g., buyi
• Large private provider transactions (e.g., rent
apartment, buying a car)

July 2016
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Blockchain and Suppy chains - IBM/Maersk Project
๏ Administrative processes estimated to be up to 20% of total
transportation costs. In addition, paper work documentation is
often delayed, lost, misplaced or disputed.
๏ Each participant in a supply chain ecosystem can view the progress of goods
through the supply chain, understanding where a container is in transit. They can
also see the status of customs documents, or view bills of lading and other data.
๏ Detailed visibility of the container's progress through the supply chain is enhanced
with the real time exchange of original supply chain events and documents.
๏ No one party can modify, delete or even append any record without the consensus
from others on the network.
๏ Blockchain transparency helps reduce fraud and errors, reduce the time products
spend in the transit and shipping process, improve inventory management and
ultimately reduce waste and cost.
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